Abstract-In this paper, three constructions of balanced Boolean functions with optimal algebraic immunity are proposed. It is checked that, at least for small numbers of input variables, these functions have good behavior against fast algebraic attacks as well. Other cryptographic properties such as algebraic degree and nonlinearity of the constructed functions are also analyzed. Lower bounds on the nonlinearity are proved, which are similar to the best bounds obtained for known Boolean functions resisting algebraic attacks and fast algebraic attacks. Moreover, it is checked that for the number of variables with 5 19, the proposed -variable Boolean functions have in fact very good nonlinearity.
I. INTRODUCTION

B
OOLEAN functions used in stream ciphers should have good cryptographic properties such as balance, high algebraic degree, high algebraic immunity, high nonlinearity and good immunity to fast algebraic attacks [4] . These properties are required to resist many kinds of known attacks [4] , [16] . The concept of algebraic immunity was proposed a few years ago [13] , [22] and several constructions of Boolean functions with optimal algebraic immunity were found subsequently [3] , [5] , [8] , [10] , [14] , [15] , [19] , [20] . However, the constructed functions have insufficient nonlinearity.
In 2008, the second author and K. Feng proposed an infinite class of balanced functions with optimal algebraic immunity as well as high nonlinearity [9] (more precisely, provably much better nonlinearity than previously found functions and quite good nonlinearity computed for small values of ). It was also checked that, at least for small values of the number of variables, the functions of this class have good behavior against the so-called fast algebraic attacks, introduced and investigated in [1] , [12] , [18] . It was later mentioned in [7] that these functions, whose computation requires the same effort as for the discrete logarithm and so is intractable, can be efficiently computed for the numbers of variables which are used in cryptographic practice. To further (and provably) improve the nonlinearity of balanced Boolean functions with optimal algebraic immunity, Tu and Deng proposed a conjecture about binary strings [27] , related to -variable Boolean functions, that they could check for values of quite sufficient for practical use in cryptography. Under the assumption that this conjecture is true, an infinite class of balanced Boolean functions in an even number of variables was proven to have optimal algebraic immunity and very good nonlinearity [27] . Based on the same assumption, another class of balanced Boolean functions in an even number of variables was also presented; these functions have optimal algebraic immunity and still higher nonlinearity [26] . Unfortunately, these two classes of functions, which are constructed from bent functions, have small distances to functions of algebraic degrees at most , which also leads to their bad resistance to fast algebraic attacks [6] , [29] . In the recent paper [30] , two constructions of balanced Boolean functions with optimal algebraic immunity and high nonlinearity were introduced. The first one was proven in [7] to be the same as that of [9] and the second one, which is a slight modification of the first one, can have optimal algebraic immunity only under some condition. A third class is evoked in this same paper but its study is left open. So the search for constructions of Boolean functions suitable for being used in the pseudo-random generators of stream ciphers has resulted until now in a single infinite class of functions gathering all the main desired features (but this has still to be proved mathematically for two of them), which is clearly not enough.
The purpose of this paper is to construct more balanced Boolean functions with optimal algebraic immunity as well as large algebraic degree, high nonlinearity and good behavior against fast algebraic attacks. For an integer , three constructions of balanced -variable Boolean functions with optimal algebraic immunity are proposed. In the case of being odd, a family of balanced -variable Boolean functions is investigated. The algebraic degree and nonlinearity of the constructed functions are analyzed. For some small values of the number of variables, we find some new Boolean functions which have the same algebraic degree and nonlinearity as the 0018-9448/$26.00 © 2011 IEEE function in [9] . Further, for , some -variable functions constructed in this paper have higher nonlinearity than the function in [9] . The behavior against fast algebraic attacks is also considered. It was addressed in [7] that the function of [9] can be computed in a rather efficient way (for , one output bit per cycle with 40 000 transistors) and this is true for the functions presented in this paper too.
The remainder of this paper is organized as follows. In Section II, we introduce some necessary notation and related results on Boolean functions. In Section III, for odd , two constructions of balanced -variable functions with optimal algebraic immunity are proposed and analyzed. In Section IV, for even , one construction of balanced -variable functions with optimal algebraic immunity is proposed and analyzed. The behavior against fast algebraic attacks of the proposed functions is described in Section V. Section VI concludes the study.
II. PRELIMINARIES
For an integer , let be the -dimensional vector space over and be the set of all - . The algebraic degree equals [9] . In this representation, the set consists of all functions where , and is the trace function from to defined by . Boolean functions used in a cryptographic system must have high nonlinearity to withstand linear and correlation attacks [16] , [23] . The nonlinearity of an -variable function is its distance from the set of all -variable affine functions, i.e. This parameter can be expressed by means of the Walsh transform. Let and both belong to and be an inner product in , i.e., . The Walsh transform of an -variable Boolean function is an integer valued function over defined as
Then the nonlinearity of can be expressed as A Boolean function is balanced if and only if . Any Boolean function should also have high algebraic degree to be cryptographically secure [16] , [25] .
For an -variable Boolean function , different scenarios related to low degree multiples of have been studied in [13] , [22] . This led to the following definition. (3) and (4) where , , and will be given in Sections III and IV. Let and be a subset of . For each , take exactly one integer from the set and define the set (5) Similarly, we can define and is a subset of such that for all . For each , take exactly one integer from the set and define the set (6) To illustrate the above notation, we give the following example for . 
The following lemmas from [24] will be used in analyzing the algebraic degree and algebraic immunity of the functions constructed in this paper. 
III. TWO CONSTRUCTIONS OF -VARIABLE BOOLEAN FUNCTIONS FOR ODD
In this section, the integer is always assumed to be odd and . We also assume that and in (1). Thus, , and . Let , , and . We propose two constructions of balanced -variable Boolean functions with optimal algebraic immunity. These functions can have optimal algebraic degree and high nonlinearity.
Construction 1:
Let such that (8) where , and are given by (6) and (7). Similarly, we have the following construction. Construction 2: Let such that (9) where , and are given by (5) and (7). Applying Lemmas 1 and 3, the balance and algebraic immunity of functions in Constructions 1 and 2 can be obtained as below.
Theorem 1:
The Boolean functions defined in Constructions 1 and 2 are balanced and have algebraic immunity . Proof: From Constructions 1 and 2, a function defined by (8) or (9) is balanced. In the sequel, we will prove that every function in Construction 1 has algebraic immunity . The case for Construction 2 can be similarly proven and its proof is omitted.
Let nonzero . According to Construction 1, we have . By swapping the th and th columns of the matrix for all , we obtain a matrix and its submatrix consisting of th column with is an upper triangular matrix since where . Moreover, every entry in the main diagonal of this upper triangular matrix is 1, then it is invertible. By (8), the above upper triangular matrix can be obtained from the matrix only by a series of elementary column transformations. This shows the matrix has full rank, i.e.,
. Thus by Lemma 3. Therefore, the algebraic immunity of Construction 1 is since is odd by Lemma 1.
A. A Family of Boolean Functions Given by Construction 1 or 2
Before proposing a family of Boolean functions, we give a relation between the coefficients and of the polynomial in (1) as below. 
If
, the sets are defined as
With the above preparations, we can present a family of Boolean functions.
Family : The family consists of all Boolean functions with the support set as (13) where the sets , and are defined in (11) for and (12) for . When , take , and and then we have that the family is contained in Construction 1. Similarly, we have that the family is contained in Construction 2 when . Thus, the functions in are balanced and have optimal algebraic immunity.
It was proven in [7] that the first construction of [30] is exactly the same as the construction of [9] . Thus, in order to make a comparison of the above family and the known ones in [9] , [30] , it is sufficient to consider the construction in [9] . Let be the function with (14) in [9] . Then for and for , where is the function in corresponding to . Therefore, some cryptographic properties of the function have been studied in [9] and [30] . In the following subsections, we are interested in studying the cryptographic properties of the functions of for . The number of these functions is . Applying Lemma 2, we can characterize the algebraic degree of these functions as follows. 
B. The Nonlinearity of Boolean Functions in
In this subsection, we will give a lower bound on the nonlinearity of the functions in the family , based on the method developed in [9] and [30] . The following lemmas from calculus will be used to measure the nonlinearity.
Lemma 6: ([30]): For
, .
Lemma 7: ([30]): .
Theorem 2: For odd , the nonlinearity of the functions in the family satisfies where the set is a subset of given by (10) .
Proof: For and , the Walsh transform of the Boolean function satisfies and then (15) Let and . Let with be a multiplicative character of , be the canonical additive character of and the Gaussian sum be defined by (16) Notice that for , (17) where the bar denotes complex conjugation (see [21, p. 195] ). By (15) and (17), we have (18) since by (16) . Notice that for all [21] and Consequently, by (18) we have (19) By Lemmas 6 and 7, we have (20) For the other summation in (19), we have (21) By (19)- (21), we have for all . Notice that . Therefore, For and , the conclusion can be obtained by a same analysis and this finishes the proof.
Remark 1:
A lower bound on nonlinearity of was given in [9] and it was improved to in [30] . By Theorem 2, we have and the lower bound of slightly improves on the bound in [30] .
Since the function in the family and (introduced in Section III-A) take different values only in elements of , we can establish a rough relation between the nonlinearities and as below.
Proposition 2:
For odd and a function in the family , where the set is a subset of given by (10) .
By Theorem 2 and Proposition 2, we have the following corollary.
Corollary 1: For odd
, the nonlinearity of the functions in the family satisfies where the set is a subset of given by (10) .
Example 3:
With the help of a computer, we give the concrete values of the nonlinearities for and in Table II for  , where denotes the function with all for in the family . Here we use the primitive polynomial in Table I to generate the finite field and the corresponding set is given in Table I . The numerical results also show that i) except the case , there is a set such that can have the same nonlinearity as . ii) the function has smaller nonlinearity than for and . iii) for and or {1, 2, 3}, is affinely equivalent to . In other cases, in Table II is affinely inequivalent to . iv) All functions in Table II have algebraic degree  .  In the case of  , with  and  ,  or and , the function constructed from Construction 1 also has the same algebraic degree and nonlinearity as . They are checked to be affinely inequivalent to by computer. Notice that a function in Construction 1 and in the family take different values exactly in elements of . By a similar analysis as in Theorem 2, Proposition 2 and the fact , we have a lower bound of the nonlinearity of as Similarly, for a function in Construction 2, we have The algebraic immunity of Construction 3 is since . By choosing suitable support set and zero set satisfying (22) and having cardinality , the Boolean function in Construction 3 is balanced. The existence of functions with optimal algebraic degree in Construction 3 is considered in the following proposition. 
A similar analysis as in Section III-B gives the following result.
Theorem 4: For even , the nonlinearity of a balanced function in Construction 3 satisfies where is the set defined by (23) .
In the sequel, we will give some examples of functions in Construction 3.
Example 4:
For an even integer , let be a root of the primitive polynomial and we use the primitive polynomial in Table III to generate the finite field . In Construction 3, take and (24) where and are given as in Table III . By (22) , the function is in Construction 3. With the help of a computer, we give the concrete values of the nonlinearities for and in Table III  for . Further, every function in Table III has  algebraic degree and is affinely inequivalent to . From Table III , there are seven functions with higher nonlinearity than . For , we do not find functions with support set as in (24) such that they have the same algebraic degree and nonlinearity as . But in a different way, we find some functions with the same algebraic degree (i.e.,
) and nonlinearity as and they are affinely inequivalent to . Further, for and 10, we also find several balanced functions with optimal algebraic immunity, algebraic degree and higher nonlinearity than . These functions are given as below.
Example 5: Let the Boolean function have
where the sets , , , and are given in Table IV . It can be verified that is in Construction 3.
V. THE RESISTANCE TO FAST ALGEBRAIC ATTACKS
In this section, we analyze the resistance to fast algebraic attacks of the proposed functions for some small values of the number of variables.
Experiments have been made on a total of 52 functions including all functions in Examples 3-5 with
. Using a variant of the Eurocrypt'06 Algorithm 2, see [2] , implemented in C++, relations have been searched for nonzero with algebraic degree up to and with algebraic degree up to
. Recall that such relation always exists for and that if then it exists with or and therefore with or . Recall also that the main computational effort in a fast algebraic attack depends on , which needs to be as small as possible. So we investigated all combinations of and with and . For , some combinations have been excluded due to memory restrictions. The main result is that we only found equations for , which is a strong immunity of this class of functions against FAA's (but not an optimal one no single function for turned out to be optimal against FAA's).
VI. CONCLUSION AND FURTHER WORK
We proposed three constructions of balanced Boolean functions with optimal algebraic immunity. These constructions provide classes of Boolean functions with optimal algebraic degree and high nonlinearity and which can be computed in an efficient way when the number of variables is what is needed in cryptographic practice. For , some new -variable Boolean functions constructed this way have the same nonlinearity as the function in [9] . Further, we found some balanced functions with optimal algebraic degree, optimal algebraic immunity and higher nonlinearity than . At least for small values of the number of variables, the proposed functions have good behavior against fast algebraic attacks. A further work is to find more functions with higher nonlinearity than in the proposed constructions and if possible with provably sufficient nonlinearity. The mathematical analysis of the resistance to fast algebraic attacks of the proposed functions is left as an open problem (it is also open in the case of ).
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